
Protecting 
Public Funds

Be c ky  Ho l mq u i s t
J u n e  3 , 2025

Safe Banking Practices

Presenter Notes
Presentation Notes
Hello.  I’m Becky Holmquist and am a recently retired banker. I worked with government entities in 6 states for over 20 years to provide services and consultation for efficient and safe banking practices. They were the entities like the ones you work for and with – states, counties, cities, school districts, utilities and more. 

I’ve seen some practices that resulted in the loss of large amounts of public dollars. These losses were preventable. I know that most of you either work in government or provide accounting services for government entities. I hope you will hear something in what I share with you today that will help protect the funds for which you are responsible. 



AGENDA

• Payment Risks
• Payment Types
• Payment Fraud
• Detection
• Prevention

• Services and Internal Controls
• Using Bank Services for Prevention and 

Detection
• Payments through Bank Software
• Procedures for Internal Controls

Presenter Notes
Presentation Notes
In general, I want to make you aware of the types of payments available to your government entities, what kind of fraud each is vulnerable to and how to prevent it. 

It is important to understand the points in the processes and tools used for managing public funds. We will focus on payment options (both incoming and outgoing), bank tools and the procedures surrounding all of these. 
Payment fraud is a constantly moving target so “keeping up” is important. Let’s start at the beginning in today’s environment. 




Payment Types

PAPER 

• Checks
ELECTRONIC
• ACH

• Wires

• Credit Cards

• Zelle (bank to bank payment platform)

• Venmo (digital wallet)

• Instant Payments (RTP, FedNow)

Presenter Notes
Presentation Notes
Checks have been around for a long time and are the most vulnerable of the payment types. The demise of checks has been predicted but has failed to materialize. There are more electronic payments now than paper, primarily because many checks get converted to electronic during the clearing process. Regardless, the loss from check fraud is greater for government entities than other payment types. 

ACH payment is a type of electronic funds transfer (EFT) that uses the Automated Clearing House (ACH) network to transfer money between bank accounts. Most ACH are between domestic accounts, but ACH is available for credit transfers to some countries. It's a widely used method for direct deposits, bill payments, government benefits and other financial transactions. ACH is inexpensive (just cents per payment) and readily available. Payments can be completed quickly – sometimes same day, but more often in 1 to 2 days. 
While all ACH payments are EFTs, not all EFTs are ACH payments. Wire transfers, for example, are also a type of EFT, but they don't use the ACH network. 

Wire transfer is also a method of electronically moving money from one bank account to another, often used for both domestic and international transactions. The initiator’s bank sends a message through a secure network, like Fedwire or SWIFT, to the recipient's bank to facilitate the funds transfer.   
Wire transfers are secure, faster than check or ACH, but usually the most expensive form of payment. Wires should only be used when needed, such as international transfers, the need for immediate transfer of funds or very large amounts of money. Many banks provide tracking information for wire transfers, allowing you to monitor the progress of the transfer. 

Credit Cards are a familiar payment type for most of us. They can be effectively utilized by government entities as well. We think of credit cards being the plastic we carry in our wallets to buy things, but government entities can also leverage credit card programs as a payables tool. 
If your entity accepts payment through a credit card, you will pay a fee to the credit card processor for each payment. As a government entity, it is possible to charge the cardholder a convenience fee to offset those fees. Your risk is related to returns – due to stolen or expired cards or disputed transactions. 

Zelle is a payment facilitated through participating banks. Zelle's parent company is a financial services business called Early Warning, which is owned by the seven largest U.S. banks. Zelle allows users to send money directly from their bank accounts to another person's bank account. This is a fast and convenient way to transfer funds, but it's limited to U.S. bank accounts. Not all banks participate in the Zelle network. 

It is primarily used for Consumer to Consumer payments but can also be used to send payments to consumers from a government (or business) entity. Money transfers quickly, anywhere from instant to 3 days. It uniquely uses an “alias” instead of the bank account and routing numbers to send payment. 

Venmo is similar to Zelle, but is a digital wallet style and is accessed through an application. It is a consumer to consumer payment. Note that small businesses may be seen by these payment channels as “consumers” so you may be able to pay your hair salon or barber with these peer to peer payments. 

Instant Payments are a newer type of electronic payment that is always available and transfers fund instantly. RTP (real time payments) and FedNow are both instant payment options. �
This is an overview of the current payment landscape. It is constantly changing so it is important to keep up with new options and risks. 



Four St. Louis 
Area Residents 
Admit 
Committing 
Bank Fraud with 
Checks Stolen 
from the Mail

April, 2025.

Barnett, Burklow and McKinney altered …checks they 
found in the mail to create counterfeit checks. They 
recruited others to allow their bank accounts to be used 
to deposit the fraudulent checks. The conspirators then 
withdrew the money before the banks realized the 
checks were fraudulent. Barnett, Burklow and McKinney 
admitted trying to commit at least $800,000 worth of 
fraud this way.

Presenter Notes
Presentation Notes
Schemes like this are more common than you might believe. Despite a declining use of checks in the U.S., criminals are increasingly targeting the mail to commit check fraud. How does this work? 

A county mails a check to a vendor for a large order of printing supplies. The check is stolen from the mail, the payee's name is washed from the check, their own or an assumed name is inserted, and it is deposited into a bank account controlled by the fraudster. After a few days, the funds are withdrawn from the bank account in cash. 

The County believes the check has been delivered to the vendor. The vendor hasn’t received the payment and when it is overdue, reaches out to the County and to inquire about the late payment. It may be several weeks, the money is gone, and nearly impossible to recover. 

It is the County’s responsibility to utilize commercially available services to help detect and prevent check fraud. If they don’t, they may be liable, and public funds may be lost. Payee positive pay could have prevented this fraud. Many entities have moved away from issuing mailed checks and have begun using electronic solutions. The risks are generally lower. 

Let’s look at what kind of fraud is possible with each of the payment types. Then we’ll look at ways to prevent and detect the fraud. 



Check Payments

Forged check
• Create a check with account and routing #
• No special tools needed

Altered check
• Start with an issued check
• Stolen or copied
• Alter Payee name or amount of check

Duplicate presentment

Your Bank

Payment Fraud Risks

Presenter Notes
Presentation Notes
There are some key elements on every check that are used by the bank to pay to the payee on behalf of the account owner. 
There is a section at the bottom of every check that is printed in magnetic ink which is then read by bank equipment. This is referred to as the MICR line and includes:
Routing number – identifies the bank from which the funds are paid
Account number – uniquely identifies the account on which the check is drawn
Check number – uniquely identifies the check for this account
Payee name – text to identify to whom the check is to be paid
Amount
Courtesy amount – this is what is usually read by automated clearing equipment
Legal amount – this is the written-out amount and is considered the amount that is intended for payment. If it is different from the courtesy amount, the legal amount should take precedent. 




Fraudulent Check Payments – how are they done?
• Forged check

• Create a check with account and routing #
• No special tools needed; paper and programs 

readily available

• Altered check
• Start with an issued check
• Stolen or copied
• Alter Payee name or amount of check

• Duplicate presentment

These are all that is needed to create a negotiable check. 

Your Bank

Payment Fraud Risks

Presenter Notes
Presentation Notes
A forged check can be created with just a routing and an account number. There are programs readily available, and no special tools are needed. 



• Forged check
• Create a check with account and routing #

• No special tools needed

• Altered check
• Start with an issued check

• Stolen or copied

• Alter Payee name or amount of check

• Duplicate presentment

Your Bank

Payment Fraud Risks
Fraudulent Check Payments – how are they done?

Presenter Notes
Presentation Notes
If the fraudsters start with an existing check, they may alter it – the payee name allows it to be more easily deposited into the fraudster’s account; changing the amount may result in a greater loss. 



• Forged check
• Create a check with account and routing #

• No special tools needed

• Altered check
• Start with an issued check

• Stolen or copied

• Alter Payee name or amount of check

• Duplicate presentment

Payment Fraud Risks
Fraudulent Check Payments – how are they done?

Presenter Notes
Presentation Notes
Most of us have deposited a check through our own bank’s website with our phones. So convenient and fast, but if that same check is then deposited through an ATM or a bank deposit it becomes a duplicate and can be another fraudulent use of funds. 
A similar thing can happen if a received check is scanned in your office, using remote deposit then later deposited in the traditional method through a physical bank deposit. This is usually not done intentionally but is something that you or your clients should be able to detect should it occur. 



Check Payments – tools to detect and prevent
Positive Pay is an arrangement with your bank to 
verify that checks presented for payment from your 
account are ones you issued. 

Account and routing number
Check number
Amount

Payee Positive Pay additionally includes the payee 
name so it can be included in the verification of a 
presented check. 

Payee Name

IMPORTANT: Default decision should be “RETURN”

Payment Fraud Risks

NO!

YES!

Presenter Notes
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Positive Pay is the gold standard for check fraud protection. When you issue a check, you provide the bank with basic information about the check. This is usually transmitted to the bank or entered through an online bank site. When the check is presented to the bank for payment, the bank will compare the details on the check with the information provided. If they match, the check will be paid. If any of the information is missing or doesn’t match, the bank will notify the issuer of the exception and will wait for verification or rejection before paying the check. 

Traditionally, the issue information includes account and routing numbers, check number and the amount of the issued check. That works well until a fraudster intercepts or duplicates a check and alters the Payee Name.  

To solve for this, Payee Positive Pay is used. The payee name is included with the issue information then when the check is presented, the bank will read the payee name on the check and compare it to the stored data. A mismatch will generate an exception for the issuer to review for validity. 

With both types of positive pay, it is important to:
Monitor for exceptions EVERY DAY. Bank software will have alerts that can be sent to let authorized users know an exception is pending review. 
compare accounting records to the exception information to see why it is not being paid. Is the “issue information” missing or wrong? Is it a duplicate presentment? Did the bank read the check wrong?  Only after the reason is discovered should the check be authorized for payment. If it is truly a fraudulent check, let the bank know to return it. 
Bank software makes the process efficient and adds the protection needed to guard against losses. 
Banks will NOT cover losses if they could have been prevented with commercially available services OR if you are not processing exceptions every day. 

It is important that you not change the default decision to Pay or it will defeat the purpose of positive pay. You want the default to be RETURN so if exceptions are not reviewed one day, fraudulent transactions will not be paid. 

Note that if a check is converted to an electronic payment, it will still be run through the positive pay tests. 

Reverse positive pay is another option that requires the issuer to review EVERY check that is presented on an account. It is not a preferred method unless it is impossible to send an issue file to the bank. It also will NOT protect against teller cashed checks or checks cashed by a third party. 




Check Payments – tools to detect and prevent

Check Filters can detect and 
return checks written for more 
than the allowed amount for an 
account. 

Check Blocks can prevent the 
payment of any check on an 
account. 

Payment Fraud Risks

Utility rebate

25.00

Presenter Notes
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Some additional tools are filters and blocks. 

Check Filters can be used to reduce exposure to loss by limiting the amount the amount of a check used for a predictable purpose. One such example is rebates of a small amount. A filter can limit the amount of a check to the maximum amount that will be expected on the account. Anything presented with an amount greater will be returned unpaid. 

Check Blocks can prevent the payment of any check on an account. This works well for “deposit only” accounts. 





Business Email 
Compromise 

(BEC) scams are a 
growing problem, 

amounting to 
over $3 billion 

annually.

Presenter Notes
Presentation Notes
Business Email Compromise uses social engineering or computer intrusion to conduct unauthorized transfers of funds. Note that a BEC scam can involve multiple payment types but is most often ACH or wire. 
 
Cybercriminals learned that Southern Oregon University hired Andersen Construction to build their pavilion and student recreation center. They posed as the contractor to trick University employees into sending payment to a fraudulent bank account. The University wired $1.9 million to what they thought was Andersen Construction. However, three days later, the contractor reported that they never received their payment.

Universities and other government entities are frequently engaged in large construction projects that require regular and very large electronic payments. If cybercriminals can identify which construction companies are involved (which is normally easy to do, as the information may be available to the public), it's a matter of spoofing an email account or website and sending emails or even using malicious software to infiltrate company networks and gain access to legitimate information about billing and invoices. 



ACH Payments:
What and How? Originator creates an 

electronic file that 
identifies the 
receiver and amount 
of a payment

All that is needed is 
an account and 
routing number

Payments

Credit  adds money to receiver’s account
Debit   withdraws money from receiver’s account

Presenter Notes
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ACH can be:
Initiated by another party
CREDIT sent TO your account (results in deposit to your account)
DEBIT sent TO your account (results in a withdrawal from your account)
Initiated by you 
CREDIT sent FROM your account (results in a withdrawal from your account)
DEBIT sent FROM your account (results in a deposit to your account)





Fraudulent ACH Payments:
How are they done?

Unauthorized 
transaction 
from/to account

Unauthorized 
amount from/to 
account

Fraudulent use 
of account and 
routing 
information

Payment Fraud Risks

All you need are the Account and Routing numbers!!

Initiator                                                   Receiver

Credit  adds money to receiver’s account
Debit   withdraws money from receiver’s account

Presenter Notes
Presentation Notes
The initiator of an ACH payment must be authorized by the receiver prior to initiating the payment. The authorization will specify the account and routing number, but may also include what amount is valid, how many payments, what date range is valid, etc. Anything that does not meet the criteria authorized is considered unauthorized. If it is done with intent, it is fraud. 

Sophisticated fraudsters can use account information – the routing and account numbers – to create an ACH transaction. Those are usually ACH debits (withdrawals) from the receiver’s account but can also be credits (payments) diverted into a fraudsters’ account, such as the one mentioned earlier at the University of Southern Oregon. 




ACH Payments – tools to detect 
and protect

Initiator
• Unauthorized 

debit/credit from/to 
account

• Unauthorized 
amount from/to 
account

• Fraudulent use of 
account and routing 
information

Payment Fraud Risks

Initiator                                                   Receiver

Credit  adds money to receiver’s account
Debit   withdraws money from receiver’s account

Account 
Validation

Presenter Notes
Presentation Notes
When you are initiating ACH payments, such as the case of the University and the construction company, it is important that you receive authorization from the receiver and that you verify that you have legitimate information. There are procedural policies that we’ll explore more later, but there are also some tools your bank may be able to provide to assist in verifying information. 

Account validation is a tool that will allow you to verify that the account and routing number are associated with a valid and open account. Businesses are allowed to also check the relationship of the account and the owner, but government entities are not given access to that information. 

Note that this can also be an important step when initiating wire payments. 



ACH Payments – tools to detect and prevent
Receiver
• Unauthorized 

debit/credit from/to 
account

• Unauthorized amount 
from/to account

• Fraudulent use of 
account and routing 
information

Payment Fraud Risks

Initiator                                                       Receiver

Credit  adds money to receiver’s account
Debit   withdraws money from receiver’s account

ACH 
Filter/ 
Block

Presenter Notes
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When another party initiates an ACH (when you are the receiver), you want to protect your account against unauthorized transactions to your account. Usually, you want to prevent withdrawals from your account that you have not authorized. Even deposits into your account can be part of a bigger scheme to access your account in a fraudulent manner. ACH Blocks and Filters, sometimes referred to as ACH Positive Pay, will help detect and prevent ACH fraud initiated by someone else.

Every initiator has a “company ID” that can be used to test whether you have authorized ACH transactions from that entity. An ACH Filter or ACH Positive Pay will limit the ACH transactions to allow only those incoming transactions you authorize. The criteria for authorization is the unique identifier of the initiator (often referred to as a company ID), and optionally, the payment type (debit &/or credit), an exact or maximum amount, or a timeframe. If the criteria are satisfied, the transaction will complete. 

ACH Positive Pay will provide a notice to the you if the criteria are not met and will allow you to decide whether to allow the transaction to post; this is like the positive pay exception handling for check exceptions. It is important to review ACH exceptions every day so you are aware of the activity on your accounts and can decide whether to return an ACH or not. 

If the notice and decision process is not part of the service, any unauthorized transactions will be rejected.  

An ACH Block will prevent all debits and/or credits to your account. This is generally used for a deposit-only account. 






Wires: What and How? • Initiator works with their 
bank to send funds via 
wire

• Additional information 
may be needed for 
wires, especially 
international ones.

Payments

Presenter Notes
Presentation Notes
A wire is sent electronically through a network like SWIFT or Fedwire, which connects banks worldwide. Because wired funds are immediate, it is important that you know who you are sending to and that you are sending to the right account. Banks will scrutinize wire payments more carefully because it can be difficult to recover wired funds. Banks will also make sure that wire instructions come from an authorized user and may request identification and/or may question an initiator or approver to confirm their authorization to send the wire. 





Fraudulent Wires: How are they done?

Payment Fraud Risks

• Social engineering
• business email compromise
• Impersonation scams

• Unauthorized access to online wire initiation

U.S. Bank

Presenter Notes
Presentation Notes
Wire fraud utilizes many of the same social engineering and hacking methods used to fraud other payment types. The same preventions apply for wires – watch out for business email compromise, impersonation scams and attacks on your online banking platform. 

An actual case I encountered involved a manufacturing company, but it could have just as easily been a government entity. The accounts payable clerk received an email that appeared to be from the CFO of the company, her manager. He was out of town and said it was really important that she send this wire for a deal he was working on and it had to be done right away. This customer had online ability to send wires so the clerk prepared the wire, got the required authorization from a co-worker and sent the wire. When the CFO returned to the office, they discovered the email was NOT from him and the wired funds had been send to the fraudster’s account. 

This kind of fraud can only be prevented with awareness by all in the payment process and consistent internal controls that are always followed. Some of the clues are the urgency and the unusual nature of the request. The email was slightly altered but was not apparent to the A/P clerk. They did not have productive controls in place; the approver did not question the request and neither of them reached out to the CFO to confirm the request. 

There are also situations where a computer system is hacked by fraudsters who sign in to your online banking and impersonate an authorized user. This highlights the importance of good computer system security and dual controls for any payment-related or system administration functions. 



Wire Payments – tools to protect

Payment Fraud Risks

Account 
Validation

• Account validation
• Internal procedures 

and controls

Presenter Notes
Presentation Notes
Just like for ACH transactions, Account validation can be used to verify that the account and routing number are actually associated with a valid and open account. 

Internal controls are critical for wire transfers and provide the greatest protection. 



Credit Card Payments:
What and How?

Payments

• Plastic Cards (card in hand)
• Virtual Cards (payables staff)

Presenter Notes
Presentation Notes
Credit card programs can be a good option for government entities to purchase goods and to pay vendors. Many such entities utilize a program to issue cards to employees and/or use a system for automated payables payments. Each has its value. 
Cards can improve efficiency for travel and small non-P.O. purchases. Combined with an online interface that allows employees to enter posting information and upload receipts, it increases accounting office efficiency and avoids expensive reimbursement activities. 

Payables can be utilized to create a “payment run” instead of a separate run for checks, ACH and credit card payments. Payables systems can expand to include new payment types without having to revise the entire payables process. 




Credit Card Payment Fraud -
tools to protect

Payments

• Establish clear policies
• Protect credit card information
• Maintain visibility & control
• Monitor usage
• Review statements to detect 

fraud early
• Use virtual cards

Presenter Notes
Presentation Notes

While credit card fraud is the highest of all the payment types, the cardholder is protected from losses if some basic rules are followed. 
Establish Clear Policies to define who is authorized to use credit cards for payables, spending limits, and approval workflows. Use bank services to enforce the rules. 
Maintain Visibility & Control: to track card-based spending, reconcile transactions regularly, and use virtual cards for added security.
It is your responsibility to protect credit card information so it is difficult for fraudsters to access it
Monitor employee usage so cards are used as intended
Review statements timely to detect fraudulent transactions quickly

Credit card systems used for payables (virtual or one-time use numbers) offer the lowest risk of fraud to the entity using them. 







Peer to Peer Network Payments: 
What and How?
• Zelle

• Best for quick, direct transfers between individuals or businesses. 
• Integrated into banking apps
• Use “alias” (phone or email) instead of banking information

• Venmo
• Best if you prefer a digital wallet for storing money, social features or 

make payments to various businesses
• Separate app that users must download

Payments

Presenter Notes
Presentation Notes
The peer to peer payments are NOT allowed to be made TO government or business bank accounts. These are primarily designed for those consumer to consumer payments like splitting a lunch tab among friends or paying your share of rent to your roommate. Zelle does allow government and business entities to make payments to consumers; these would be for things like a refund of a deposit or other one-time payments. 

These payments can only be made TO a consumer, not FROM a customer. 

If you use Zelle for payments, it is important that you use the right payment information, that is that you know who you are sending funds to. Once they are sent, it is difficult to retrieve the funds if there is an error. This is very much like wire transfers. 




Instant Payments: What and How?

Instantaneous 
processing

Irrevocable 
payments

Payments

• RTP (real time payments)
• Clearing House network
• Private network
• Can be used via Zelle for 

instant payments

• FedNow Service
• Federal Reserve

Presenter Notes
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Real-time payments offer instant transfers and immediate funds availability, unlike traditional systems that can take days to process payments. These systems, like the Clearing House's Real-Time Payments (RTP) network and the Federal Reserve's FedNow Service, operate 24/7/365, allowing for instant settlements. Payments are irrevocable. These payments are now a little more expensive than an ACH payment but the cost will come down as there is more participation. It is much less expensive than a wire. There are some limits in the amount of the payment but that too will change as adoption increases. RTP and FedNow are not yet available through all banks. 

These networks have the infrastructure to become a very robust payment system in the future. Adoption is growing but will depend on having all or most of the banks in the country participating. When fully utilized, RTP will have the ability to include large amounts of data, request payments and data, and exchange information electronically to enhance accounting. 



Instant Payment Fraud:
How to Detect and Prevent

Perhaps the most significant challenge of Instant Payments is 
the increased risk of fraud and cybercrime. Instant Payments 
process transactions instantly, leaving little time for banks and 
payment service providers to detect and prevent fraudulent 
activities. 

Payments

Presenter Notes
Presentation Notes
This is a newer payment type and the speed at which payments settle means increased due diligence to ensure accuracy. All that is needed to send an Instant Payment is an account and routing number, which we’ve seen is the same that is required for ACH and wires and is printed on the bottom of every check you issue. 

In the beginning, these should be used for interactions that have already been vetted for legitimacy. Tools will continue to improve to assist in detecting problems and preventing them. 

The fraud tools for instant payments will be much the same as those for wire transfers. It is important to know who you are sending payments to and to employ the strong internal controls you would for every other payment type. 



When it all goes 
terribly wrong

Feb 19, 2025
Federal court documents show that Sylvia Obaya served as the account manager for 
the Kansas Masonic Foundation, a 501 (c)(3) nonprofit organization based out of 
Topeka. Obaya was found to have written nearly 350 checks to herself, unlawfully 
taking more than $550,000 between 2015 and 2022.

Presenter Notes
Presentation Notes
These are scary headlines, but represent only a fraction of the cases that have happened right here in Kansas. I used to keep a file of the embezzlements from businesses, non-profits and government entities. So often it was the person in the accounting office who had unfettered access to the information, tools and oversight for all the accounting activity. More often than not, it was a long-time employee who knew the system and found themselves tempted to take advantage when no one was watching. It was ALWAYS a lack of the oversight of the processes and activity around payments and reconciliations.  It was like taking candy from a baby! 

I worked with 2 of them and witnessed the environment that allowed the fraud to happen. 

Jason Sellers fabricated invoices to a shell company he created, funneled them through another vendor and got away with over $2 million – until he was tripped up by an attentive individual at the in-between vendor. He controlled the payment process and no one had oversight to question the multitude of fraudulent invoices. 
Sylvia Obaya wrote nearly 350 checks to herself for over $550,000 from a non-profit where she served as the account manager. The non-profit had a very small staff and put all the responsibility for payments with one person. It proved too tempting. 
Jennifer Cabral used her company’s accounting software to re-route over $306,000 into her personal bank accounts. This kind of fraud can persist only when internal controls are either weak or not enforced or both. 

Many of these are cases of opportunity that intersects with a temptation such as a child in need of medical or mental treatment, gambling problems or a perceived lack of appreciation by an employer. All of these cases could have been prevented with stronger internal controls. Let’s see what that could look like.



Services and Internal Controls
• Using Bank Services for Prevention and Detection

• Online access with encrypted sessions, intentional entitlements, security tokens, 
dual control, alerts and audit

• Checks, ACH, Wire fraud protection tools
• Move more payments to electronic and/or credit card

• Payments through online Bank Software
• ACH, Wires, Zelle, RTP initiation
• Use dual control and alerts

• Internal Controls
• Dual control (both online and procedural)
• Guidelines for adding or updating A/P vendor and payroll information
• Timely reconciliations for all bank accounts and credit card statements
• Store PII (personally identifiable information) securely and control access to it

Presenter Notes
Presentation Notes
Your or your client’s bank has many services to assist in the controls around bank activity. 
Bank online access:
every user should have their own sign-in and password. 
There should be at least 2 system administrators who are responsible for setting up user entitlements and approving those. Changes to user entitlements should be done under dual control and approvals should be made after an administrator understands the reason for the changes
For small staffs, you may consider having a 3rd party such as an accounting firm, provide some of the dual control activities – either through online access or through month-end paper reconciliations
For users with ability to initiate or approve payments, there should be additional measures such as a security token or 2-factor authentication to prevent hacking of the computer system
Online system alerts should be utilized to let others know when a payment is sent or an entitlement is changed or any event occurs that should be known
Audit reports should be run and archived periodically so all users know that their activity is monitored. 
Payments
ACH origination, Wire initiation, Zelle initiation, RTP initiation
All payments should have dual control to complete – one user initiates a payment and at least 1 additional authorized user must approve it
Internal Controls – a locked room is more difficult to get into than one with the door open. Do your entity and your employees a favor and lock the door!! 
Review policies regularly, update as needed and establish a culture of stewardship
Dual control for both online and procedural tasks. 
Establish and enforce clear policies and procedures around changing any A/P vendor and payroll information, including all address, email, phone and bank information. Some steps may include:
Review closely the domain that the e-mail address is being sent from to confirm that it matches the actual known domain of the vendor.
Confirm changes through independent verification directly with the supplier.  Use information you already have on file to confirm changes. Do not use the email or contact method from which the request was made. 
Document the change confirmation from the supplier. Keep records of communication electronically in a repository.
If information is not readily available for verification, place the supplier on payment hold until verification is complete.
Develop and implement fraud handling procedures (e.g., communication, escalation, fraud monitoring, tip off). If a fraud does occur, contact your bank and local authorities right away. 
Raise awareness of fraud schemes to your employees and administration and require regular fraud prevention training.
Reconcile all bank accounts and credit card statements at least monthly with an eye to what doesn’t look right. Encourage questioning and investigations. 
Store PII securely and control access to it. You may be liable for losses caused by exposing PII to fraudsters. 

If fraud is detected, immediately contact the bank to attempt recover funds. This has allowed some entities to recover partial if not all of the monies deposited in the fraudulent account. Report suspicious fraud attempts to the police department. Cooperate fully with the authorities and provide accurate and thorough information to them. 






Do you know…

• What are 2 types of EFT?

• What is one service to help prevent losses from check fraud?

• What is one service to help prevent losses from ACH fraud?

• Name one change you would like to make in your office or suggest to your clients 
to help prevent fraud?

Questions?
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